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NHOOPMALIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a MIKOJIHHUKH OJHH M3 CaMbIX
aKTHBHBIX IOJIb30BaTenel PyHera. Mexay TeMm, NMOMMMO OIpDOMHOIO KOJHYECTBA BO3MOXKHOCTEH,
MHTEPHET HEeCeT U MPo0JieMbl. DTa maMsITKa JODKHA TTOMOYb TeOe 0e30MacHO HaXOIUThCS B CETH.

Komnbrorepubie BUpychbl

KomnploTepHblii BUpPYC - 3TO pPa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPaMM, OTJIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SBIISIETCS CHOCOOHOCTh K PAa3MHOXKEHHUIO. B 1onosHeHHe K 3TOMy, BUPYCHI
MOTYT HOBPEIUTH WM HOJTHOCTHIO YHUUTOXKUTH BCe (Dailyibl M JaHHBIE, TOJKOHTPOJIbHBIE TOIb30BATEIIO,
OT MMEHM KOTOpOro Oblla 3amylleHa 3apaKeHHas IporpamMma, a TakXKe IOBPEIUTh WM JaKe
YHUYTOXXHUTH OIIEPAIMOHHYIO CHCTEMY €O BceMu ¢aiulamu B 1ienoM. B OonbIIMHCTBE clydaeB
pacnpoCTPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. cnonp3yil COBpEMEHHBIE OIIEPALlMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHD 3aILUTHI OT
BPEOHOCHBIX IIPOIPAMM;

2. TlocrosHHO ycraHaBnuBail mayTd (UU(POBBIE 3alaTKH, KOTOpPbIE AaBTOMAaTHYECKHU
YCTQHABJIMBAIOTCS C IIENBI0 JTOPAOOTKH MPOrpamMMbl) M Jpyrue OOHOBIICHHUS CBOEW OMNEparMOHHON
cucrembl. CkaunMBail X TOJNBKO ¢ OoQHIMAIbHOrO caiita pa3zpaborunka OC. Ecnu cyiiecTByeT pexum
aBTOMATHUYECKOT0 OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE IO MPaBaMU IOJIb30BATeNsl, a HE aJIMUHUCTpATOpa. DTO HE
IIO3BOJIUT 60J'II)HH/IHCTBy BPCAOHOCHBIX TIIpOTrpaMM HHCTAJLNIMPOBATECA HA TBOCM IICPCOHAJIBHOM
KOMITBIOTEPE;

4. Hcnonp3yil aHTUBHpPYCHbIE MPOTPaMMHBIE TPOAYKTHI H3BECTHBIX IPOU3BOJAUTENEH, C
aBTOMaTHYEeCKHUM OOHOBIIEHHEM 0a3;

5. Orpanuub (pU3NUECKHI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Hcnonb3yil BHeIIHHME HOCUTENU HWHGPOpPMAlMM, Takue Kak ¢remka, AMCK wid Qain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHbIE (hailyibl, MOJyYEeHHbIE U3 HEHAJEKHBIX UCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpuUcIal TBOW 3HAKOMBIH. Jlyullle yTouHM y Hero, OTIPaBIsl JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3T0 He Bu nepefayn JaHHBIX, HE TEXHOJIOTHs, a BCEro JMIb OpeHn, mapka. Eme B 1991
rofy HHUJEpiaHJCcKas KoMmmaHus 3apeructpuponaia opers "WECA", uto 0603Havano ciioBocoueTaHue
"Wireless Fidelity", kotopsblil nepeBoanuTcs Kak "0ecrpoBoHas TOYHOCTH".

Jlo Haiero BpeMeHH Jionuia apyras abopeBuaTypa, KoTopas SBIsSeTCsS TaKOH ke TEXHOIoruen. 1o
ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO TaHO C HAMEKOM Ha CTaHJIAPT BBICIIECH 3BYKOBOW TEXHUKU
Hi-Fi, uto B mepeBosie 03HavaeT "BbICOKast TOYHOCTB".



Ha, OecrulaTHBIH MHTEpHET-IOCTYN B Kade, OTeNsAX U a’dpomoprax sBISETCS OTIMYHON
BO3MOKHOCTBIO BBIXOJ]a B UHTepHET. HO MHOrMe 3KcnepThl cuuTaroT, uto obmenoctynHsle Wi-Fi cetn
HE SIBIISIIOTCS] 0€30I1aCHBIMH.

CoBeTbl 10 6€30macHOCTH paboTHI B 001IeA0CTYIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro nuunyro uHbopMaiuio depe3 odmenocrymasie Wi-Fi cetn. PaboTas B HuX,
KeJaTeJIbHO He BBOJMUTH MAPOJIH TOCTYIIA, IOTHHBI U KAKHE-TO HOMEPa;

2. Hcronme3yil W OOHOBIS aHTUBHUPYCHBIE MporpaMmbl U Opannmayep. Tem caMmbIM Tl
obe3onacuillb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnonw3oBanuu Wi-Fi otkmroun ¢yakumio "OOmmit moctyn k (daiiinam u mpuHTepam'.
JlaHHast QYHKIUS 3aKpbITa MO YMOJYAHHIO, OJIHAKO HEKOTOPHIC IOJIb30BATEIM AKTUBUPYIOT €€ s
yIno0CTBa UCIIOJIb30BaHUS B paboTe win yuebe;

4. He ucnone3yii nmyosmunbii WI-FI a1 mepenaym JTMUHBIX JTaHHBIX, HaIlpuMep IS BBIXOJA B
COIIMAJIbHBIC CETH WM B 3JIEKTPOHHYIO TIOUTY;

5. Wcnons3yii Tonpko 3amuiieHHoe coequnenue uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
anpeca BBoau umeHHO "https://";

6. B mobunsHoMm Tenedone otkmoun ¢ynknuio "llogkmouenne k Wi-Fi aBTomarnyecku". He
JIOITyCKall aBTOMaTU4YECKOTro MOAKII0UEHUs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CounajnHble CeTH

ConmanbHblE CETH AaKTHMBHO BXOJST B HAIly JKH3Hb, MHOTHE JIIOAM pabOTAalOT M >KUBYT TaM
NOCTOSTHHO, a B Facebook yske 3aperncTpupoBaH MUJLTHAP/ YEIOBEK, YTO SBIISETCS OJHOIM CeIbMOM BcexX
KHUTENEH TUTaHeThl. MHOTHE TOJb30BaTENM HE MOHMMAIOT, 4TO HMH(OpMAIMs, pasMelleHHAas WMHU B
COIIMAJBHBIX CETSX, MOKET OBITh HalJIeHa U UCIIOJIb30BaHA KEM YrOJHO, B TOM YHCIIE HE 005S3aTeIbHO C
OJlarMMHM HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX:

1. Orpannub cnHCOK apy3eil. Y TeOs B APYy3bsSX HE JNODKHO OBITh CIyYalHBIX W HE3HAKOMBIX
JIIOJIEH;

2. 3ammmai CBOIO YacTHYI >kuM3Hb. He ykaspiBail maponu, TenedoHbI, aapeca, aTy TBOETO
POXJAEHUS U JPYI'YI0 JHMYHYIO HHGpoOpMaluoo. 3JIOYMBIIUIEHHUKH MOTYT MCIIOJIB30BaTh JlaXe
I/IH(l)OpMaIII/II-O 0 TOM, KaK Thl 1 TBOU POAUTCIIN IJIAHUPYETC ITPOBECTU KAHUKYJIbI;

3. 3ammiail cBOI0 penyTaluio - IepKU €€ B YUCTOTE U 3a/1aBail ce0e BOMpoc: XOTel Obl Thl, YUTOOBI
JpyTye TMOoJb30BaTeNId BHUJEIHM, YTO Thl 3arpyxaemib? Ilomymaii, mpexnae yeM 4YTO-TO OMYOJIMKOBATb,
HaIlUCaTh U 3arPy3UTh;

4. Eciii ThI TOBOpUIIL C JIFOAbMH, KOTOPBIX HE 3HAEIlb, HE HCMOJIb3YH CBOE pEAbHOE HUMS U
JPYTYIO THYHYIO HH(POPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObI U MpoUee;

5. N36eraii pasmemenust ¢potorpaduii B UHTEpHETE, T/I€ THI N300pa)KeH Ha MECTHOCTH, TIO KOTOPOM
MOXHO OIpPEAEIIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpm peructparmuu B CONHAIBHOW CETH HEOOXOJAMMO WCIIOIB30BaTh CJOXKHBIE TapOJH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHEe §;



7. Ana conuanbHOW CETH, MOYTHI U JIPYTUX CAlTOB HEOOXOAMMO HCHOJb30BATH pa3HbIC MapOJIH.
Torna ecau Te6st B310MarOT, TO 37I0YMBIIUIEHHUKN OIY4aT AOCTYI TOJIBKO K OTHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHbIE JeHbI' U

DJEeKTPOHHBIE JIEHBIU - 3TO OYEHb yJOOHBIN CHOCOO IUIaTeXel, OTHAKO CYIIECTBYIOT MOIICHHHKH,
KOTOPBIE XOTAT IOIYYUThb 3TU JACHBIU.

9JI€KTpOHHBI€ ACHBI'M MMOABUIIMCH COBCEM HCIABHO U UMCHHO M3-3a 3TOI'O BO MHOTUX IroOCyaapCTBax
A0 CHX IIOp HE IMPOIIUCAHO ITPO HUX B 3dKOHAX.

B Poccun xe oHM (YHKIMOHHMPYIOT M O HHMX YK€ IPOINHMCAHO B 3aKOHE, TNIe MX pPa3JessaioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHMMHBbIE. Pa3HNIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi MPOBOAWUTH Omepanuu 0e3 HACHTU(UKALUU I0JIb30BaTENs, a B HEAHOHUMHBIX
UACHTU(DUKALMS [10JI30BATENS ABISETCA 0053aTEIbHOM.

Taroke ciemyer pa3ianyaTh JIEKTPOHHBIE (PUATHBIE ACHBIH (PaBHBI TOCY/IapCTBEHHBIM BAJIOTaM) U
3JIEKTPOHHBIE He(pUaTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI TI0 OE30IACHOM paboTe ¢ NEKTPOHHBIMH JJCHbIaMH:

1. IlpuBsku K cyery MOOWIbHBIA TenedoH. DTO caMblii yAOOHBIH M OBICTPBIA CHOCOO
BOCCTAaHOBUTH JOCTYN K cyery. [IpuBsi3aHHBIN TenedOH MOMOXKET, €ClM 3a0y/elib CBOW IUIATSKHBIN
MapoJjib WU 3aielllb Ha CAliT ¢ HE3HAKOMOTO YCTPOICTBA,

2. Ucnonb3y#t ogHOpa3zoBbie mapoiu. [locie mepexona Ha yCUIICHHYIO aBTOpH3AIio TeOe yxe He
OyZeT yrpokaTh OMAaCHOCTh KPa)XHl WIIK MiepexBaTa IIaTeKHOTO MapoJis;

3. Bribepu cnoxublii maponb. IlpecTtymHukam Oyner HE MPOCTO yrajaTh CIOXKHBIA Iapodib.
HanexHble mapoiu - 3T0 Mapoju, KOTOpbIE CoepkKaT He MEeHee 8 3HaKOB U BKIIIOYAIOT B ce0sl CTPOUHBIE
U TpONUCHble OyKBbI, LUPPHI M HECKOJbKO CHMBOJIOB, TakWe KaK 3HAaK Joiiapa, (QyHTa,
BOCKJIMIIATENbHBIA 3HaK | T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.
DJIeKTPOHHAS MOYTA

OJNEeKTpOHHAsl I04YTa - 3TO TEXHOJOIMS M MPEJOCTaBIIIEMbIE €10 YCIYI'M IO IEPECBUIKE U
MOJTyYEHUIO AJIEKTPOHHBIX COOOILIECHHH, KOTOpBIE PAaCHpPEIeNsoTCsl B KOMIBbIOTEpHOW ceTh. OOBIYHO
ANEKTPOHHBIA IMOYTOBBIA SIIMK BBIMJISIAUT CIEAYIOUIMM OOpa3oM: UMS IOJIb30BaTeNss(@UMS_JOMEHa.
Taxoke Kpome nepegadn IpoCTOro TeKCTa, UMEEeTCs BO3SMOXKHOCTD IepeaBarh (aiiibl.

OCHOBHBIE COBETHI 10 0€30MacCHOM padOoTe ¢ ANEKTPOHHOU MOUTOM:

1. Hagmo BbIOpaTh mNpaBHJIBHBIA MOYTOBBIM cepBUC. B HHTEepHETE €CTb OrpOMHBIM BBIOOD
OecraTHBIX TOYTOBBIX CEPBHMCOB, OJHAKO JIydllle JOBEpATh TEM, KOTO 3Haellb W KTO MEPBBIA B
pEUTHHTE;

2. He ykas3piBaili B JM4YHOM mouTe JWYHYl0 uH(opmanuio. Hampumep, mnyuiie BbeIOpaTh
"My3bIKaTIbHBIN (haHaT@" umu "pok2013" Bmecto "Temal3",

3. Hcnonp3yil ABYXATAIHYK0 aBTOPU3ALMIO. JTO KOTJa MMOMUMO Napojs HYKHO BBOJUTH KOJ,
pucbUIaeMbIi o SMS;



4. BeiOepu CHOXHBIA Mapoib. s KaXI0To MOYTOBOTO SIIIMKA JOKEH OBITH CBOM HAaJlICKHBIH,
YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecnu ectb BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIB3YH 3TY BO3MOXKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX AIMMUKOB. IIepBhI Jyisi 4acTHOW MEPENUCKU C ajpecaTaMu,
KOTOPBIM ThI JIOBEpsSiCIIb. DTO SJEKTPOHHBIM aJpec HEe HaJ0 HMCIOJIb30BaTh NHPH PErUCTPALMH Ha
dbopyMax u caifTax;

7. He oTkpbIBaii (paidinsl 1 1pyrue BIOKEHUS B MUCbMaX, Jake €CIIM OHU MPHUIILIH OT TBOUX APY3eH.
Jlydie yToYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (hailibl;

8. Ilocie okoHuaHuWsi pabOTHI HA MOYTOBOM CEPBHUCE MEpE] 3aKPHITHUEM BKJIAJKH C CATOM HE
3a0yap HaXXaTh Ha "BeiidTu".

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymauHr - mpecieqoBaHre COOOIICHUSMH, COJEPKAIIMMH OCKOPOJIEHHMs, arpeccuio,
3alyruBaHNE; XYJIUTaHCTBO; COIMAIIbHOE OOMKOTUPOBAHKE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He Opocaiicst B 60#. JIydmuii crioco0: mOCOBETOBATHCS KaK ceOsl BECTH H, €CIIH HET TOTO, K KOMY
MOYKHO OOpaTHThCS, TO BHAYale YCIOKOMTHCA. ECIU Thl HAYHEIIb OTBEYaTh OCKOPOJICHUSIMH Ha
OCKOpPOJICHUSI, TO TOJBKO €Ille OOJIBIIe Pa30XkIKEITb KOHDIIIKT;

2. YopaBinsii cBoel kubeppernyrainuei;

3. AHOHUMHOCTh B CETH MHHUMas. CYHICCTBYIOT CII0COOBI BBIICHUTB, KTO CTOHUT 3a aHOHHMHBIM
AKKayYHTOM;

4. He crouT BecTH XyJIUTaHCKHM oOpa3 BUpTyasbHOHN *U3HU. VIHTEepHET (UKCHpYET BCE TBOU
JEeUCTBUS U COXPAHSET UX. Y AATUTh UX Oy/AeT KpaiiHe 3aTpyJHUTEIbHO;

5. Co0toiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. WrHopupyit enuHuuHbBId HeraTuB. OIHOpPa30BbIE OCKOPOUTENbHBIE COOOIICHUS JIydllle
urHopupoBaTh. OObIUHO arpeccusi MpeKpalaeTcst Ha HaYaJIbHOM CTaauu;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIIEHUSIMHU, B COLIMATIBHBIX CETSX €CTh
BO3MO>XHOCTb OJIOKUPOBKH OTIPABKH COOOLIEHHI € ONpeieNIEHHBIX a/IpECcOB;

8. Eciu 1bI cBuaerens kubepOymiauHra. TBoM AEHUCTBUS: BBICTYNMTH HPOTHUB IpeCieOBaTels,
MOKa3aTh €My, YTO €ro JAEWCTBMS OLIEHMBAIOTCS HETAaTHUBHO, IMOJAJIEP)KAaTh KEPTBY, KOTOPOHW HYKHA
MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOIO OBEJICHUS B CETH.

MoOuabHbIi Tesie)oH

CoBpemenHble cMapThOHBI U TUIAHIIETH COAepXKaT B ce0e BIOJTHE B3POCHBIA (YHKIIMOHAN, U
Tenepb OHM MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMH KOMITbIOTepaMHu. OQHAKO, CPECTB 3alUTHI IS
MOIOOHBIX YCTPOMCTB MOKA OY€Hb Majio. TecTupoBaHKe U MOUCK yA3BUMOCTEH B HUX MPOUCXOUT HE TaK
WHTEeHCHUBHO, Kak jy1st [1K, To ke camoe kacaeTcss 1 MOOWIIBHBIX TIPUIIOKCHHH.

COBpeMeHHLIC MOOUJIbHBIE 6pay3epL1 YK€ NPAKTHYCCKU NOTHAJIM HACTOJIbHBIC aHaJIOTvu, OJAHAKO



pacmpenue (yHKIIMOHAIA BICYET 32 COO0M OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMUTENN BBITYCKAOT OOHOBJIEHNUS, 3aKPbIBAIOIINE KPUTUYECKHUE YSI3BUMOCTH
JUIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBLHOTO TeJ'Ie(l)OHaZ

Huyero He sBnseTcs mo-HAcTosmeMy OecraTHBIM. byab OCTOpOXeH, Benb Korga Ttebe
npesaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO IUIATHBIE YCIYTH;

Hymaii, npexxae yem otnpaBuTh SMS, ¢oto mnmm Bugeo. Tel TouHO 3Haemb, rae oHU OyayT B
KOHEYHOM UTOre?

Heo6xoa1Mo 0OHOBIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonb3yit aHTUBHPYCHBIE POTPaMMBbI AJ11 MOOUJIbHBIX TeNe(OHOB;

He 3arpyxail npuiaoxeHus 0T HEU3BECTHOI'O UCTOYHUKA, BEJIb OHU MOTYT COJEpP’KaTh BPEIOHOCHOE
IIporpaMMHOe oOecrieueHue;

[Tocne TOro Kaxk ThI BBIMJCIIH C CaidTa, T/I€ BBOIWI JIMYHYIO WH(GOPMAINHIO, 3aiii1 B HACTPOUKH
Opaysepa u ynanu cookies;

Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMep MOOWIBHOTO TeneoHa TONBKO JIOASM, KOTOPBIX Thl 3HACHIb M KOMY
JTOBEPSICIIIb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTJa T UM HE ToJb3yelibes. He 3a0piBail HHOTIa IPOBEPSITH
9TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPAacOYHbIE, 3aXBATHIBAIOIINE DPAa3BICUEHUS, OOBEIUHSIIOLINE
COTHHM TBHICSIY YeNIOBEK IO BceMy MUpY. MIrpoku HccieaytoT JaHHBIH UM MUp, OOIIAI0TCS APYT € APYTOM,
BBINIOJHSIOT 3aJaHMsl, CPakaloTcsd C MOHCTpaMH M IOJIyYalOT OMBIT. 3a YAOBOJBCTBHE OHM ILIATST:
MOKYNAIOT JUCK, OIUIAYMBaIOT a0OOHEMEHT UJIH MPHOOPETAIOT KaKUe-TO OILUH.

Bee atm cpeactBa mayT Ha mojAep)KaHUE M Pa3BUTHE UIPBl, @ TAaKXkKe HAa caMmy Oe30MacHOCTb:
COBEPILIEHCTBYIOTCSI CHCTEMBbl aBTOPHM3AlMM, BBINYCKAOTCS HOBbIE NaTud (UM(pOBbIE 3ariaTKH s
IIPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUrpax CTOUT OIlacaTbCd HE CTOJIbBKO CBOHUX COIICPHHUKOB, CKOJIBKO KPaXU TBOCTO
mapoJisd, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOpHU3aAllUU OOJILIINHCTBA urp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu npyroit urpok Bener ceds MIOXO WU cO3/aeT TeOe HENMpUATHOCTH, 3a0JOKUPYH €ro B
CIMCKE UTPOKOB;

2. Iloxamylicd agMUHHCTpAaTOpaM WIPHl Ha IUIOXO€ IOBEIACHUE 3TOTO0 HWIPOKa, JKEIATEIBHO
MIPUJIOKUTH KAKUE-TO T0KA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii 11uHyt0 HHGOpMauio B mpodaiiie urpsl;



4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;
5. He ycTanaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,
6. Mcnonp3yil ClI0KHBIE U pa3HbIe ApOJIH;

7. Jlaxke BO BpeMsi UIpbl HE CTOUT OTKJIKOYATh aHTHBHpYC. Iloka Tl Urpaeimib, TBOW KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIIUHT 1IN Kpaka JUYHbIX JaHHbIX

OObIUHOM Kpaked JeHer M JOKYMEHTOB CErOJHS Y)K€ HHKOTO HE YAWUBHIINb, HO C pPa3BUTHEM
HHTEPHET-TCXHOJOTHI 3JI0YMBIIUIEHHUKH MEPEMECTHINCh B HHTEPHET, M IMPOJOIKAIOT 3aHUMATHCS
"1I0OUMBIM" J1EJIOM.

Tak mosiBHJIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIIMHT, TJIaBHAs LENb KOTOPOTO
COCTOWT B TMOJYYCHUU KOH(MUICHIMAIBHBIX JAaHHBIX TOJBL30BaTENC - JIOTHHOB W maposieid. Ha
aHrauiickoMm si3eike phishing untaetcs kak ¢pumuHr (ot fishing - peiOHas noBis, password - Maposb).

OcHOBHBIE COBETHI IO O0pHOE ¢ HUIITMHTOM:

1. Caemu 3a cBOMM akKKayHTOM. Eciu ThI 1oJio3peBaciiib, 4TO TBOS aHKETa Oblla B3JOMaHa, TO
HEOOX0JMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMHUHUCTPATOPAM pecypca 00 ITOM Kak MOXKHO CKOpee;

2. I/ICHOHBBYﬁ 0e30macHbIE Be6-cal>iTBI, B TOM YHUCJIC, MHTCPHCT-MAIra3MHOB U ITOMCKOBBIX CUCTCM;

3. Hcnonw3yil CHOXHBIE W pa3Hble Mmapoiu. Takum o0pazom, eciau TeOs B3JIOMAKT, TO
3I0YMBIIUICHHUKH MOJIYyYaT JOCTYM TOJIBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM,;

4. Ecnu TeOsi B3IOMald, TO HEOOXOIUMO TPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
no0aBiIeHbl y TeOs B APY3bsX, O TOM, YTO TeOS B3JIOMald M, BOSMOXKHO, OT TBOEr0 MMEHH OynaeT
pacchlIaThCs CIlaM U CCBUIKH Ha (DMITMHTOBBIE CANTHI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJis B Opaysepe;

7. He oTkpbIBaii ¢aitnbl U Apyrue BIOKEHHUS B MUChMaX, JaKe €CJIM OHU MPUIILTA OT TBOUX JIPY3€i.
Jlydiie yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (aitiibl.

HudpoBas penyrauus

[Mudpoast penyranust - 5TO HEraTUBHAs WM TO3UTHMBHAs HHQoOpMaluss B CceTH O Teoe.
Komnpomerupyromass uHpopmanus, pasMelleHHas B HWHTEPHETE, MOXET CEpbe3HBIM 00pa3oM
OoTpa3uThCsl Ha TBOeH peanbHON »xu3HU. "Lludposas penmyranus" - 3TO TBOW HUMHUIXK, KOTOPBII
bopmupyercs u3 nuHdopMmalu o Tede B UHTEPHETE.

TBoe MecTo JXHUTENbCTBa, y4eObl, TBOE (PMHAHCOBOE IOJOXKEHHE, OCOOEHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnOAPOCTKH JIETKOMBICIIEHHO OTHOCATCS K MYOJUKAalMM JHUYHOM UHGPOpManuu B
WuTepHere, HEe NMOHMMas BO3MOXKHBIX IOCIEACTBHH. Thl Aake HE CMOXKEIIb AOrajaTtbCsi O TOM, YTO
¢dotorpadus, pasmelieHHas 5 JeT Ha3a/l, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.



KommeHnTapuu, pasmenienue TBoux ¢ororpaduit u apyrue AHCTBHS MOTYT HE MCUE3HYTh Jaxe
MocJie TOro, Kak Thl UX yJNalHIlib. Thl HE 3Haellb, KTO COXPAHUJ ATy MH(OpMaIuio, MMonaia JIu OHa B
MOUCKOBBIE CHCTEMBI U COXPAaHMJIACH JI OHA, a TJIABHOE: YTO MOJYMAIOT O TeOE OKpYXKAroIIue IO,
KOTOpbI€ HAWIYT U YBUIAT 3T0. HaiiTu nHdopmaiinio MHOTO JIET CITYCTSI CMOKET JIF000H - Kak U3 100pBIX
noOyK/IeHUH, TaK ¥ C HAMEPEHUEM IIPUYHHUTH BpeA. ITO MOXKET OBITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI permyTaluu:

1. [Mogymaii, mpexxae yem 4To-TO MyOJIMKOBATh U IMepeaaBarh y cebst B 010re Wid B COLUATBHOM
CeTu;

2. B mHacrpoiikax mpoduias YCTAaHOBH OTPAaHMYEHUS HA MPOCMOTP TBOErO MPOPWIST U €ro
COJICPIKUMOTO, CAeIal ero TOJIbKO "y apy3en”;

3. He pa3memaii u He yka3piBali WH(POpPMAIIMIO, KOTOpask MOXKET KOTro-JIu00 OCKOPOISATh WM
00MXaTh.

ABTOpCKOE TPaBo

CoBpeMeHHbIE IKOJBHUKY - aKTUBHBIE 110JIb30BaTEIN LU(POBOro mpocrpaHcTsa. OHAKO JaleKo
HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTHMHU BO3MOXHOCTSIMH IH(POBOr0 MHpa TpeOyeT COOIIONCHHS
IpaB Ha MHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.

TepMuH "UHTENIEKTYyaabHasi COOCTBEHHOCTD' OTHOCUTCS K Pa3JIM4YHbIM TBOPEHUSM YEJIOBEYECKOTO
yMa, HauMHas ¢ HOBBIX M300PETECHUH U 3HAKOB, 0003HAYAOUINX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH,
W 3aKaH4MBasi KHUTaMu, hoTorpadusimu, KHHOQUIBMAMU M My3bIKaJIbHBIMHU TIPOU3BEICHHUSIMH.

ABTOpCKHME IIpaBa - 3TO IPaBa Ha MHTEIUIEKTYyaJbHYIO COOCTBEHHOCTh HA IPOM3BEACHUS HAYKH,
JUTEpaTyppl M HCKycCcTBa. ABTOpPCKME IIpaBa BBICTYNAIOT B KadyeCTBE TapaHTUU TOIO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI Tpya aBTOopa He OydeT HampacHbIM, JacT €My CIIpaBeJIMBbIE
BO3MOXXHOCTH 3apa0oTaTh Ha pe3ysibTaTaXx CBOEro TpyJa, MOJIYYUTh U3BECTHOCTh U Npu3HaHue. Hukro
0e3 paspelleHHs aBTOpa HE MOXKET BOCIPOU3BOJUTH €r0 MPOU3BEICHUE, PACHPOCTPAHATH, MYyOIHMYHO
J€MOHCTPUPOBaTh, MpPOJAaBaTh, HMIIOPTUPOBATh, IyCKaTh B MPOKAT, NyOJIMYHO MCHOJIHSITH,
MOKa3bIBaTh/UCIIONHATH B 3(upe Win pa3Mmeniats B IHTepHeTe.

Hcnonp3oBanue "MupaTckoro” mporpaMMHOr0 0O€CeueHus MOKET MPUBECTH K MHOTUM PHCKaM:
OT TOTEpPH JAaHHBIX K TBOMM AaKKayHTaM J0 OJOKHPOBKHM TBOETrO YCTpPOICTBa, IJleé YCTaHOBIIEHA
HeneranbHas mporpamma. He crtout Takke 3a0bIBaTh, YTO CYIIECTBYIOT JieTajbHble U OECIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HaiTH B CETH.

O noprane
CeteBnuoK.p¢ - TBOH IJ1aBHBIM COBETYHK B CETH. 37€Ch Thl MOXKeEIb Y3HATh O OE30MIaCHOCTH B CETH

IMOHATHBIM H AOOCTYIIHBIM SA3BbIKOM, a IIPHU BO3HHKHOBCHHU KpI/ITI/I‘IeCKOﬁ CUTyauuun O6paTI/ITI)C$I 3a
COBETOM. A TakKe MPUHATH YIaCTHC B KOHKYpPCaX U CTaTb CAMbIM I_II/I(I)pOBBIM Fpa)K,Z[aHI/IHOM!



